
Module 01: Introduction to Ethical Hacking
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Course Overview

The CEHv7 curriculum consists of instructor-led training and self-study. The instructor will provide

the details of self-study modules to the students at the beginning of class.



Module 02: Footprinting and Reconnaissance
��)RRWSULQWLQJ�7HUPLQRORJLHV
��:KDW�LV�)RRWSULQWLQJ"
��2EMHFWLYHV�RI�)RRWSULQWLQJ
��)RRWSULQWLQJ�7KUHDWV
��)LQGLQJ�D�&RPSDQ\¶V�85/
��/RFDWH�,QWHUQDO�85/V
��3XEOLF�DQG�5HVWULFWHG�:HEVLWHV
��6HDUFK�IRU�&RPSDQ\¶V�,QIRUPDWLRQ
� ��7RROV�WR�([WUDFW�&RPSDQ\¶V�'DWD
��)RRWSULQWLQJ�7KURXJK�6HDUFK�(QJLQHV
��&ROOHFW�/RFDWLRQ�,QIRUPDWLRQ
� ��6DWHOOLWH�3LFWXUH�RI�D�5HVLGHQFH
��3HRSOH�6HDUFK
� ��3HRSOH�6HDUFK�8VLQJ�KWWS���SLSO�FRP
� ��3HRSOH�6HDUFK�2QOLQH�6HUYLFHV
� ��3HRSOH�6HDUFK�RQ�6RFLDO�1HWZRUNLQJ�6HUYLFHV
��*DWKHU�,QIRUPDWLRQ�IURP�)LQDQFLDO�6HUYLFHV
��)RRWSULQWLQJ�7KURXJK�-RE�6LWHV
��0RQLWRULQJ�7DUJHW�8VLQJ�$OHUWV
� ��&RPSHWLWLYH�,QWHOOLJHQFH�*DWKHULQJ
� ��&RPSHWLWLYH�,QWHOOLJHQFH�:KHQ�'LG�WKLV�&RPSDQ\�%HJLQ"�+RZ�'LG�LW�'HYHORS"
� ��&RPSHWLWLYH�,QWHOOLJHQFH�:KDW�DUH�WKH�&RPSDQ\
V�3ODQV"
� ��&RPSHWLWLYH�,QWHOOLJHQFH�:KDW�([SHUW�2SLQLRQ�6D\�$ERXW�WKH�&RPSDQ\"
� ��&RPSHWLWLYH�,QWHOOLJHQFH�7RROV
� ��&RPSHWLWLYH�,QWHOOLJHQFH�&RQVXOWLQJ�&RPSDQLHV
��:+2,6�/RRNXS
� ��:+2,6�/RRNXS�5HVXOW�$QDO\VLV
� ��:+2,6�/RRNXS�7RROV��6PDUW:KRLV
� ��:+2,6�/RRNXS�7RROV
� ��:+2,6�/RRNXS�2QOLQH�7RROV
��([WUDFWLQJ�'16�,QIRUPDWLRQ
� ��'16�,QWHUURJDWLRQ�7RROV
� ��'16�,QWHUURJDWLRQ�2QOLQH�7RROV
��/RFDWH�WKH�1HWZRUN�5DQJH
��7UDFHURXWH
� ��7UDFHURXWH�$QDO\VLV
� ��7UDFHURXWH�7RRO���'�7UDFHURXWH
� ��7UDFHURXWH�7RRO��/RULRW3UR
� ��7UDFHURXWH�7RRO��3DWK�$QDO\]HU�3UR
� ��7UDFHURXWH�7RROV
��0LUURULQJ�(QWLUH�:HEVLWH
� ��:HEVLWH�0LUURULQJ�7RROV
� ��0LUURULQJ�(QWLUH�:HEVLWH�7RROV
��([WUDFW�:HEVLWH�,QIRUPDWLRQ�IURP�KWWS���ZZZ�DUFKLYH�RUJ
��0RQLWRULQJ�:HE�8SGDWHV�8VLQJ�:HEVLWH�:DWFKHU
��7UDFNLQJ�(PDLO�&RPPXQLFDWLRQV
� ��(PDLO�7UDFNLQJ�7RROV
��)RRWSULQW�8VLQJ�*RRJOH�+DFNLQJ�7HFKQLTXHV
��:KDW�D�+DFNHU�&DQ�'R�:LWK�*RRJOH�+DFNLQJ"
��*RRJOH�$GYDQFH�6HDUFK�2SHUDWRUV
� ��)LQGLQJ�5HVRXUFHV�XVLQJ�*RRJOH�$GYDQFH�2SHUDWRU
��*RRJOH�+DFNLQJ�7RRO��*RRJOH�+DFNLQJ�'DWDEDVH��*+'%�
��*RRJOH�+DFNLQJ�7RROV
��$GGLWLRQDO�)RRWSULQWLQJ�7RROV
��)RRWSULQWLQJ�&RXQWHUPHDVXUHV
��)RRWSULQWLQJ�3HQ�7HVWLQJ

� � � � � � � �7UDLQLQJ�&DPS� �������������������ZZZ�WUDLQLQJFDPS�FRP

 �(&�&RXQFLO�&HUWLILHG�(WKLFDO�+DFNHU��&_(+��9HUVLRQ��
Course Overview



Module 03: Scanning Networks
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Module 03: Scanning Networks (continued)
��3UR[\�:RUNEHQFK
��3UR[LILHU�7RRO��&UHDWH�&KDLQ�RI�3UR[\�6HUYHUV
��6RFNV&KDLQ
��725��7KH�2QLRQ�5RXWLQJ�
��725�3UR[\�&KDLQLQJ�6RIWZDUH
��+773�7XQQHOLQJ�7HFKQLTXHV
��:K\�GR�,�1HHG�+773�7XQQHOLQJ"
��6XSHU�1HWZRUN�7XQQHO�7RRO
��+WWSWXQQHO�IRU�:LQGRZV
��$GGLWLRQDO�+773�7XQQHOLQJ�7RROV
��66+�7XQQHOLQJ
��66/�3UR[\�7RRO
��+RZ�WR�5XQ�66/�3UR[\"
��3UR[\�7RROV
��$QRQ\PL]HUV
��7\SHV�RI�$QRQ\PL]HUV
��&DVH��%ORJJHUV�:ULWH�7H[W�%DFNZDUGV�WR�%\SDVV�:HE�)LOWHUV�LQ�&KLQD
��7H[W�&RQYHUVLRQ�WR�$YRLG�)LOWHUV
��&HQVRUVKLS�&LUFXPYHQWLRQ�7RRO��3VLSKRQ
��+RZ�3VLSKRQ�:RUNV"
��+RZ�WR�&KHFN�LI�<RXU�:HEVLWH�LV�%ORFNHG�LQ�&KLQD�RU�1RW"
��*�=DSSHU
��$QRQ\PL]HU�7RROV
��6SRRILQJ�,3�$GGUHVV
��,3�6SRRILQJ�'HWHFWLRQ�7HFKQLTXHV��'LUHFW�77/�3UREHV
��,3�6SRRILQJ�'HWHFWLRQ�7HFKQLTXHV��,3�,GHQWLILFDWLRQ�1XPEHU
��,3�6SRRILQJ�'HWHFWLRQ�7HFKQLTXHV��7&3�)ORZ�&RQWURO�0HWKRG
��,3�6SRRILQJ�&RXQWHUPHDVXUHV
��6FDQQLQJ�3HQ�7HVWLQJ� � � � � �

Module 04: Enumeration
��:KDW�LV�(QXPHUDWLRQ"
��7HFKQLTXHV�IRU�(QXPHUDWLRQ
��1HWELRV�(QXPHUDWLRQ
� ��1HW%,26�(QXPHUDWLRQ�7RRO��6XSHU6FDQ
� ��1HW%,26�(QXPHUDWLRQ�7RRO��1HW%,26�(QXPHUDWRU
��(QXPHUDWLQJ�8VHU�$FFRXQWV
��(QXPHUDWH�6\VWHPV�8VLQJ�'HIDXOW�3DVVZRUGV
��6103��6LPSOH�1HWZRUN�0DQDJHPHQW�3URWRFRO��(QXPHUDWLRQ
� ��0DQDJHPHQW�,QIRUPDWLRQ�%DVH��0,%�
� ��6103�(QXPHUDWLRQ�7RRO��2S8WLOV�1HWZRUN�0RQLWRULQJ�7RROVHW
� ��6103�(QXPHUDWLRQ�7RRO��6RODU:LQGV
� ��6103�(QXPHUDWLRQ�7RROV
��81,;�/LQX[�(QXPHUDWLRQ
� ��/LQX[�(QXPHUDWLRQ�7RRO��(QXP�OLQX[
��/'$3�(QXPHUDWLRQ
� ��/'$3�(QXPHUDWLRQ�7RRO��-;SORUHU
� ��/'$3�(QXPHUDWLRQ�7RRO
��173�(QXPHUDWLRQ
� ��173�6HUYHU�'LVFRYHU\�7RRO��173�6HUYHU�6FDQQHU
� ��173�6HUYHU��3UHVHQ7HQVH�7LPH�6HUYHU
� ��173�(QXPHUDWLRQ�7RROV
��6073�(QXPHUDWLRQ
� ��6073�(QXPHUDWLRQ�7RRO��1HW6FDQ7RROV�3UR
��'16�=RQH�7UDQVIHU�(QXPHUDWLRQ�8VLQJ�QVORRNXS
� ��'16�$QDO\]LQJ�DQG�(QXPHUDWLRQ�7RRO��7KH�0HQ�	�0LFH�6XLWH
��(QXPHUDWLRQ�&RXQWHUPHDVXUHV
� ��60%�(QXPHUDWLRQ�&RXQWHUPHDVXUHV
��(QXPHUDWLRQ�3HQ�7HVWLQJ

� � � � � � �
� � � � � � � 7UDLQLQJ�&DPS� �������������������ZZZ�WUDLQLQJFDPS�FRP

 �(&�&RXQFLO�&HUWLILHG�(WKLFDO�+DFNHU��&_(+��9HUVLRQ��
Course Overview



Module 05: System Hacking
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� ��+RZ�WR�'LVDEOH�/0�+$6+"
��+RZ�WR�'HIHQG�DJDLQVW�3DVVZRUG�&UDFNLQJ"
� ��,PSOHPHQW�DQG�(QIRUFH�6WURQJ�6HFXULW\�3ROLF\
��3ULYLOHJH�(VFDODWLRQ
� ��(VFDODWLRQ�RI�3ULYLOHJHV
��$FWLYH#�3DVVZRUG�&KDQJHU
��3ULYLOHJH�(VFDODWLRQ�7RROV
��+RZ�WR�'HIHQG�DJDLQVW�3ULYLOHJH�(VFDODWLRQ"
��([HFXWLQJ�$SSOLFDWLRQV
��$OFKHP\�5HPRWH�([HFXWRU
��5HPRWH([HF
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��.H\ORJJHU
��7\SHV�RI�.H\VWURNH�/RJJHUV
��$FRXVWLF�&$0�.H\ORJJHU
� ��.H\ORJJHU��$GYDQFHG�.H\ORJJHU
� ��.H\ORJJHU��6S\WHFK�6S\$JHQW
� ��.H\ORJJHU��3HUIHFW�.H\ORJJHU
� ��.H\ORJJHU��3RZHUHG�.H\ORJJHU
� ��.H\ORJJHU�IRU�0DF��$RER�0DF�26�;�.H\/RJJHU
� ��.H\ORJJHU�IRU�0DF��3HUIHFW�.H\ORJJHU�IRU�0DF
��+DUGZDUH�.H\ORJJHU��.H\*KRVW
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Module 05: System Hacking (continued)
��6S\ZDUH
� ��:KDW�'RHV�WKH�6S\ZDUH�'R"
� ��7\SHV�RI�6S\ZDUHV
� � ��'HVNWRS�6S\ZDUH
� � � ��'HVNWRS�6S\ZDUH��$FWLYLW\�0RQLWRU
� � ��(PDLO�DQG�,QWHUQHW�6S\ZDUH
� � � ��(PDLO�DQG�,QWHUQHW�6S\ZDUH��H%/$67(5
� � ��,QWHUQHW�DQG�(�PDLO�6S\ZDUH
� � ��&KLOG�0RQLWRULQJ�6S\ZDUH
� � � ��&KLOG�0RQLWRULQJ�6S\ZDUH��$GYDQFHG�3DUHQWDO�&RQWURO
� � ��6FUHHQ�&DSWXULQJ�6S\ZDUH
� � � ��6FUHHQ�&DSWXULQJ�6S\ZDUH��6SHFWRU�3UR
� � ��86%�6S\ZDUH
� � � ��86%�6S\ZDUH��86%'XPSHU
� � ��$XGLR�6S\ZDUH
� � � ��$XGLR�6S\ZDUH��5RER1DQQ\��6WHDOWK�5HFRUGHU�3UR�DQG�6S\�9RLFH�
� � � 5HFRUGHU
� � ��9LGHR�6S\ZDUH
� � � ��9LGHR�6S\ZDUH��1HW�9LGHR�6S\
� � ��3ULQW�6S\ZDUH
� � � ��3ULQW�6S\ZDUH��3ULQWHU�$FWLYLW\�0RQLWRU
� � ��7HOHSKRQH�&HOOSKRQH�6S\ZDUH
� � ��&HOOSKRQH�6S\ZDUH��0RELOH�6S\
� � ��*36�6S\ZDUH
� � � ��*36�6S\ZDUH��*36�7UDFN0DNHU
��+RZ�WR�'HIHQG�DJDLQVW�.H\ORJJHUV"
� ��$QWL�.H\ORJJHU
� ��$QWL�.H\ORJJHU��=HPDQD�$QWL/RJJHU
� ��$QWL�.H\ORJJHUV
��+RZ�WR�'HIHQG�DJDLQVW�6S\ZDUH"
� ��$QWL�6S\ZDUH��6S\ZDUH�'RFWRU
��5RRWNLWV
��7\SHV�RI�5RRWNLWV
��+RZ�5RRWNLW�:RUNV"
��5RRWNLW��)X
��'HWHFWLQJ�5RRWNLWV
� ��6WHSV�IRU�'HWHFWLQJ�5RRWNLWV
��+RZ�WR�'HIHQG�DJDLQVW�5RRWNLWV"
��$QWL�5RRWNLW��5RRWNLW5HYHDOHU�DQG�0F$IHH�5RRWNLW�'HWHFWLYH
��17)6�'DWD�6WUHDP
� ��+RZ�WR�&UHDWH�17)6�6WUHDPV"
� ��17)6�6WUHDP�0DQLSXODWLRQ
� ��+RZ�WR�'HIHQG�DJDLQVW�17)6�6WUHDPV"
� ��17)6�6WUHDP�'HWHFWRU��$'6�6FDQ�(QJLQH
� ��17)6�6WUHDP�'HWHFWRUV
��:KDW�LV�6WHJDQRJUDSK\"
� ��6WHJDQRJUDSK\�7HFKQLTXHV
� ��+RZ�6WHJDQRJUDSK\�:RUNV"
��7\SHV�RI�6WHJDQRJUDSK\
� ��:KLWHVSDFH�6WHJDQRJUDSK\�7RRO��612:
��,PDJH�6WHJDQRJUDSK\
� ��,PDJH�6WHJDQRJUDSK\��+HUPHWLF�6WHJR
� ��,PDJH�6WHJDQRJUDSK\�7RROV
��'RFXPHQW�6WHJDQRJUDSK\��ZE6WHJR
� ��'RFXPHQW�6WHJDQRJUDSK\�7RROV
��9LGHR�6WHJDQRJUDSK\��2XU�6HFUHW
� ��9LGHR�6WHJDQRJUDSK\�7RROV
��$XGLR�6WHJDQRJUDSK\��0S�VWHJ]
� ��$XGLR�6WHJDQRJUDSK\�7RROV
��)ROGHU�6WHJDQRJUDSK\��,QYLVLEOH�6HFUHWV��
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Module 05: System Hacking (continued)
��6SDP�(PDLO�6WHJDQRJUDSK\��6SDP�0LPLF
��1DWXUDO�7H[W�6WHJDQRJUDSK\��6DPV�%LJ�*�3OD\�0DNHU
��6WHJDQDO\VLV
� ��6WHJDQDO\VLV�0HWKRGV�$WWDFNV�RQ�6WHJDQRJUDSK\
��6WHJDQRJUDSK\�'HWHFWLRQ�7RRO��6WHJGHWHFW
� ��6WHJDQRJUDSK\�'HWHFWLRQ�7RROV
��:K\�&RYHU�7UDFNV"
� ��&RYHULQJ�7UDFNV
��:D\V�WR�&OHDU�2QOLQH�7UDFNV
��'LVDEOLQJ�$XGLWLQJ��$XGLWSRO
��&RYHULQJ�7UDFNV�7RRO��:LQGRZ�:DVKHU
��&RYHULQJ�7UDFNV�7RRO��7UDFNV�(UDVHU�3UR
� ��7UDFN�&RYHULQJ�7RROV
��6\VWHP�+DFNLQJ�3HQHWUDWLRQ�7HVWLQJ

Module 06: Trojans and Backdoors
��:KDW�LV�D�7URMDQ"
��2YHUW�DQG�&RYHUW�&KDQQHOV
��3XUSRVH�RI�7URMDQV
��:KDW�'R�7URMDQ�&UHDWRUV�/RRN�)RU"
��,QGLFDWLRQV�RI�D�7URMDQ�$WWDFN
��&RPPRQ�3RUWV�XVHG�E\�7URMDQV
��+RZ�WR�,QIHFW�6\VWHPV�8VLQJ�D�7URMDQ"
��:UDSSHUV
� ��:UDSSHU�&RYHUW�3URJUDPV
��'LIIHUHQW�:D\V�D�7URMDQ�FDQ�*HW�LQWR�D�6\VWHP
��+RZ�WR�'HSOR\�D�7URMDQ"
��(YDGLQJ�$QWL�9LUXV�7HFKQLTXHV
��7\SHV�RI�7URMDQV
��&RPPDQG�6KHOO�7URMDQV
� ��&RPPDQG�6KHOO�7URMDQ��1HWFDW
��*8,�7URMDQ��0R6XFNHU
� ��*8,�7URMDQ��-XPSHU�DQG�%LRGR[
��'RFXPHQW�7URMDQV
��(�PDLO�7URMDQV
� ��(�PDLO�7URMDQV��5HPRWH%\0DLO
��'HIDFHPHQW�7URMDQV
� ��'HIDFHPHQW�7URMDQV��5HVWRUDWRU
��%RWQHW�7URMDQV
� ��%RWQHW�7URMDQ��,OOXVLRQ�%RW
� ��%RWQHW�7URMDQ��1HW%RW�$WWDFNHU
��3UR[\�6HUYHU�7URMDQV
� ��3UR[\�6HUYHU�7URMDQ��:�E3U2[\�7U�M�Q&U��W�U��)XQQ\�1DPH�
��)73�7URMDQV
� ��)73�7URMDQ��7LQ\)73'
��91&�7URMDQV
��+773�+7736�7URMDQV
� ��+773�7URMDQ��+773�5$7
� ��6KWWSG�7URMDQ���+7736��66/�
��,&03�7XQQHOLQJ
� ��,&03�7URMDQ��LFPSVHQG
��5HPRWH�$FFHVV�7URMDQV
� ��5HPRWH�$FFHVV�7URMDQ��5$7�'DUN&RPHW
� ��5HPRWH�$FFHVV�7URMDQ��$SRFDO\SVH
��&RYHUW�&KDQQHO�7URMDQ��&&77
��(�EDQNLQJ�7URMDQV
��%DQNLQJ�7URMDQ�$QDO\VLV
� ��(�EDQNLQJ�7URMDQ��=HX6
��'HVWUXFWLYH�7URMDQV
��1RWLILFDWLRQ�7URMDQV
� �
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Module 06: Tojans and Backdoors (continued)
��&UHGLW�&DUG�7URMDQV
��'DWD�+LGLQJ�7URMDQV��(QFU\SWHG�7URMDQV�
��%ODFN%HUU\�7URMDQ��3KRQH6QRRS
��0$&�26�;�7URMDQ��'16&KDQJHU
��0$&�26�;�7URMDQ��'16&KDQJHU
��0DF�26�;�7URMDQ��+HOO�5DLVHU
��+RZ�WR�'HWHFW�7URMDQV"
� ��6FDQQLQJ�IRU�6XVSLFLRXV�3RUWV
� ��3RUW�0RQLWRULQJ�7RRO��,FH6ZRUG
� ��3RUW�0RQLWRULQJ�7RROV��&XUU3RUWV�DQG�7&39LHZ
� ��6FDQQLQJ�IRU�6XVSLFLRXV�3URFHVVHV
��3URFHVV�0RQLWRULQJ�7RRO��:KDW
V�5XQQLQJ
� ��3URFHVV�0RQLWRULQJ�7RROV
��6FDQQLQJ�IRU�6XVSLFLRXV�5HJLVWU\�(QWULHV
��5HJLVWU\�(QWU\�0RQLWRULQJ�7RROV
��6FDQQLQJ�IRU�6XVSLFLRXV�'HYLFH�'ULYHUV
� ��'HYLFH�'ULYHUV�0RQLWRULQJ�7RROV��'ULYHU9LHZ
� ��'HYLFH�'ULYHUV�0RQLWRULQJ�7RROV
��6FDQQLQJ�IRU�6XVSLFLRXV�:LQGRZV�6HUYLFHV
� ��:LQGRZV�6HUYLFHV�0RQLWRULQJ�7RROV��:LQGRZV�6HUYLFH�0DQDJHU��6UY0DQ�
� ��:LQGRZV�6HUYLFHV�0RQLWRULQJ�7RROV
��6FDQQLQJ�IRU�6XVSLFLRXV�6WDUWXS�3URJUDPV
� ��:LQGRZV��6WDUWXS�5HJLVWU\�(QWULHV
� ��6WDUWXS�3URJUDPV�0RQLWRULQJ�7RROV��6WDUWHU
� ��6WDUWXS�3URJUDPV�0RQLWRULQJ�7RROV��6HFXULW\�$XWR5XQ
� ��6WDUWXS�3URJUDPV�0RQLWRULQJ�7RROV
��6FDQQLQJ�IRU�6XVSLFLRXV�)LOHV�DQG�)ROGHUV
� ��)LOHV�DQG�)ROGHU�,QWHJULW\�&KHFNHU��)DVW6XP�DQG�:LQ0'�
� ��)LOHV�DQG�)ROGHU�,QWHJULW\�&KHFNHU
��6FDQQLQJ�IRU�6XVSLFLRXV�1HWZRUN�$FWLYLWLHV
� ��'HWHFWLQJ�7URMDQV�DQG�:RUPV�ZLWK�&DSVD�1HWZRUN�$QDO\]HU
��7URMDQ�&RXQWHUPHDVXUHV
��%DFNGRRU�&RXQWHUPHDVXUHV
��7URMDQ�+RUVH�&RQVWUXFWLRQ�.LW
��$QWL�7URMDQ�6RIWZDUH��7URMDQ+XQWHU
��$QWL�7URMDQ�6RIWZDUH��(PVLVRIW�$QWL�0DOZDUH
��$QWL�7URMDQ�6RIWZDUHV
��3HQ�7HVWLQJ�IRU�7URMDQV�DQG�%DFNGRRUV

Module 07: Viruses and Worms
��,QWURGXFWLRQ�WR�9LUXVHV
��9LUXV�DQG�:RUP�6WDWLVWLFV�����
��6WDJHV�RI�9LUXV�/LIH
��:RUNLQJ�RI�9LUXVHV��,QIHFWLRQ�3KDVH
��:RUNLQJ�RI�9LUXVHV��$WWDFN�3KDVH
��:K\�'R�3HRSOH�&UHDWH�&RPSXWHU�9LUXVHV"
��,QGLFDWLRQV�RI�9LUXV�$WWDFN
��+RZ�GRHV�D�&RPSXWHU�JHW�,QIHFWHG�E\�9LUXVHV"
��9LUXV�+RD[HV
��9LUXV�$QDO\VLV�
� ��:���6DOLW\�$$
� ��:���7RDO�$
� ��:���9LUXW
� ��.OH]
��7\SHV�RI�9LUXVHV
� ��6\VWHP�RU�%RRW�6HFWRU�9LUXVHV
� ��)LOH�DQG�0XOWLSDUWLWH�9LUXVHV
� ��0DFUR�9LUXVHV
� ��&OXVWHU�9LUXVHV
� �
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Module 07: Viruses and Worms (continued)
� ��6WHDOWK�7XQQHOLQJ�9LUXVHV
� ��(QFU\SWLRQ�9LUXVHV
� ��3RO\PRUSKLF�&RGH
� ��0HWDPRUSKLF�9LUXVHV
� ��)LOH�2YHUZULWLQJ�RU�&DYLW\�9LUXVHV
� ��6SDUVH�,QIHFWRU�9LUXVHV
� ��&RPSDQLRQ�&DPRXIODJH�9LUXVHV
� ��6KHOO�9LUXVHV
� ��)LOH�([WHQVLRQ�9LUXVHV
� ��$GG�RQ�DQG�,QWUXVLYH�9LUXVHV
��7UDQVLHQW�DQG�7HUPLQDWH�DQG�6WD\�5HVLGHQW�9LUXVHV
��:ULWLQJ�D�6LPSOH�9LUXV�3URJUDP
� ��7HUDELW�9LUXV�0DNHU
� ��-36�9LUXV�0DNHU
� ��'(/P(
V�%DWFK�9LUXV�0DNHU
��&RPSXWHU�:RUPV
��+RZ�LV�D�:RUP�'LIIHUHQW�IURP�D�9LUXV"
��([DPSOH�RI�:RUP�,QIHFWLRQ��&RQILFNHU�:RUP
� ��:KDW�GRHV�WKH�&RQILFNHU�:RUP�GR"
� ��+RZ�GRHV�WKH�&RQILFNHU�:RUP�:RUN"
��:RUP�$QDO\VLV�
� ��:���1HWVN\
� ��:���%DJOH�*(
��:RUP�0DNHU��,QWHUQHW�:RUP�0DNHU
��:KDW�LV�6KHHS�'LS�&RPSXWHU"
��$QWL�9LUXV�6HQVRUV�6\VWHPV
��0DOZDUH�$QDO\VLV�3URFHGXUH
��6WULQJ�([WUDFWLQJ�7RRO��%LQWH[W
��&RPSUHVVLRQ�DQG�'HFRPSUHVVLRQ�7RRO��83;
��3URFHVV�0RQLWRULQJ�7RROV��3URFHVV�0RQLWRU
��/RJ�3DFNHW�&RQWHQW�0RQLWRULQJ�7RROV��1HW5HVLGHQW
��'HEXJJLQJ�7RRO��2OO\GEJ
��9LUXV�$QDO\VLV�7RRO��,'$�3UR
��2QOLQH�0DOZDUH�7HVWLQJ�
� ��6XQEHOW�&:6DQGER[
� ��9LUXV7RWDO
��2QOLQH�0DOZDUH�$QDO\VLV�6HUYLFHV
��9LUXV�'HWHFWLRQ�0HWKRGV
��9LUXV�DQG�:RUPV�&RXQWHUPHDVXUHV
��&RPSDQLRQ�$QWLYLUXV��,PPXQHW�3URWHFW
��$QWL�YLUXV�7RROV
��3HQHWUDWLRQ�7HVWLQJ�IRU�9LUXV

Module 08: Sniffers
��/DZIXO�,QWHUFHSW
� ��%HQHILWV�RI�/DZIXO�,QWHUFHSW
� ��1HWZRUN�&RPSRQHQWV�8VHG�IRU�/DZIXO�,QWHUFHSW
��:LUHWDSSLQJ
��6QLIILQJ�7KUHDWV
��+RZ�D�6QLIIHU�:RUNV"
��+DFNHU�$WWDFNLQJ�D�6ZLWFK
��7\SHV�RI�6QLIILQJ��3DVVLYH�6QLIILQJ
��7\SHV�RI�6QLIILQJ��$FWLYH�6QLIILQJ
��3URWRFROV�9XOQHUDEOH�WR�6QLIILQJ
��7LH�WR�'DWD�/LQN�/D\HU�LQ�26,�0RGHO
��+DUGZDUH�3URWRFRO�$QDO\]HUV
��63$1�3RUW
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Module 08: Sniffers (continued)
��0$&�)ORRGLQJ
� ��0$&�$GGUHVV�&$0�7DEOH
� ��+RZ�&$0�:RUNV"
� ��:KDW�+DSSHQV�:KHQ�&$0�7DEOH�LV�)XOO"
� ��0DF�)ORRGLQJ�6ZLWFKHV�ZLWK�PDFRI
� ��0$&�)ORRGLQJ�7RRO��<HUVLQLD
� ��+RZ�WR�'HIHQG�DJDLQVW�0$&�$WWDFNV"
��+RZ�'+&3�:RUNV"
� ��'+&3�5HTXHVW�5HSO\�0HVVDJHV
� ��,3Y��'+&3�3DFNHW�)RUPDW
� ��'+&3�6WDUYDWLRQ�$WWDFN
� ��5RJXH�'+&3�6HUYHU�$WWDFN
� ��'+&3�6WDUYDWLRQ�$WWDFN�7RRO��*REEOHU
� ��+RZ�WR�'HIHQG�$JDLQVW�'+&3�6WDUYDWLRQ�DQG�5RJXH�6HUYHU�$WWDFN"
��:KDW�LV�$GGUHVV�5HVROXWLRQ�3URWRFRO��$53�"
� ��$53�6SRRILQJ�$WWDFN
� ��+RZ�'RHV�$53�6SRRILQJ�:RUN"
� ��7KUHDWV�RI�$53�3RLVRQLQJ
� ��$53�3RLVRQLQJ�7RRO��&DLQ�DQG�$EHO
� ��$53�3RLVRQLQJ�7RRO��:LQ$US$WWDFNHU
� ��$53�3RLVRQLQJ�7RRO��8IDVRIW�6QLI
� ��+RZ�WR�'HIHQG�$JDLQVW�$53�3RLVRQLQJ"�8VH�'+&3�6QRRSLQJ�%LQGLQJ�7DEOH�DQG��
� '\QDPLF�$53�,QVSHFWLRQ
��&RQILJXULQJ�'+&3�6QRRSLQJ�DQG�'\QDPLF�$53�,QVSHFWLRQ�RQ�&LVFR�6ZLWFKHV
��0$&�6SRRILQJ�'XSOLFDWLQJ
� ��6SRRILQJ�$WWDFN�7KUHDWV
� ��0$&�6SRRILQJ�7RRO��60$&
� ��+RZ�WR�'HIHQG�$JDLQVW�0$&�6SRRILQJ"�8VH�'+&3�6QRRSLQJ�%LQGLQJ�7DEOH��
� '\QDPLF�$53�,QVSHFWLRQ�DQG�,3�6RXUFH�*XDUG
��'16�3RLVRQLQJ�7HFKQLTXHV
� ��,QWUDQHW�'16�6SRRILQJ
� ��,QWHUQHW�'16�6SRRILQJ
� ��3UR[\�6HUYHU�'16�3RLVRQLQJ
� ��'16�&DFKH�3RLVRQLQJ
� ��+RZ�WR�'HIHQG�$JDLQVW�'16�6SRRILQJ"
��6QLIILQJ�7RRO��:LUHVKDUN
� ��)ROORZ�7&3�6WUHDP�LQ�:LUHVKDUN
� ��'LVSOD\�)LOWHUV�LQ�:LUHVKDUN
� ��$GGLWLRQDO�:LUHVKDUN�)LOWHUV
��6QLIILQJ�7RRO��&$&(�3LORW
��6QLIILQJ�7RRO��7FSGXPS�:LQGXPS
��'LVFRYHU\�7RRO��1HWZRUN9LHZ
��'LVFRYHU\�7RRO��7KH�'XGH�6QLIIHU
��3DVVZRUG�6QLIILQJ�7RRO��$FH
��3DFNHW�6QLIILQJ�7RRO��&DSVD�1HWZRUN�$QDO\]HU
��2PQL3HHN�1HWZRUN�$QDO\]HU
��1HWZRUN�3DFNHW�$QDO\]HU��2EVHUYHU
��6HVVLRQ�&DSWXUH�6QLIIHU��1HW:LWQHVV
��(PDLO�0HVVDJH�6QLIIHU��%LJ�0RWKHU
��7&3�,3�3DFNHW�&UDIWHU��3DFNHW�%XLOGHU
��$GGLWLRQDO�6QLIILQJ�7RROV
��+RZ�DQ�$WWDFNHU�+DFNV�WKH�1HWZRUN�8VLQJ�6QLIIHUV"
��+RZ�WR�'HIHQG�$JDLQVW�6QLIILQJ"
��6QLIILQJ�3UHYHQWLRQ�7HFKQLTXHV
��+RZ�WR�'HWHFW�6QLIILQJ"
��3URPLVFXRXV�'HWHFWLRQ�7RRO��3URPTU\8,
��3URPLVFXRXV�'HWHFWLRQ�7RRO��3URPL6FDQ
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Module 09: Social Engineering
��:KDW�LV�6RFLDO�(QJLQHHULQJ"
��%HKDYLRUV�9XOQHUDEOH�WR�$WWDFNV
� ��)DFWRUV�WKDW�0DNH�&RPSDQLHV�9XOQHUDEOH�WR�$WWDFNV
��:K\�LV�6RFLDO�(QJLQHHULQJ�(IIHFWLYH"
��:DUQLQJ�6LJQV�RI�DQ�$WWDFN
��3KDVHV�LQ�D�6RFLDO�(QJLQHHULQJ�$WWDFN
��,PSDFW�RQ�WKH�2UJDQL]DWLRQ
��&RPPDQG�,QMHFWLRQ�$WWDFNV
��&RPPRQ�7DUJHWV�RI�6RFLDO�(QJLQHHULQJ
� ��&RPPRQ�7DUJHWV�RI�6RFLDO�(QJLQHHULQJ��2IILFH�:RUNHUV
��7\SHV�RI�6RFLDO�(QJLQHHULQJ
� ��+XPDQ�%DVHG�6RFLDO�(QJLQHHULQJ
� � ��7HFKQLFDO�6XSSRUW�([DPSOH
� � ��$XWKRULW\�6XSSRUW�([DPSOH
� � ��+XPDQ�EDVHG�6RFLDO�(QJLQHHULQJ��'XPSVWHU�'LYLQJ
� ��&RPSXWHU�%DVHG�6RFLDO�(QJLQHHULQJ
� � ��&RPSXWHU�%DVHG�6RFLDO�(QJLQHHULQJ��3RS�8SV
� � ��&RPSXWHU�%DVHG�6RFLDO�(QJLQHHULQJ��3KLVKLQJ
� ��6RFLDO�(QJLQHHULQJ�8VLQJ�606
� ��6RFLDO�(QJLQHHULQJ�E\�D�³)DNH�606�6S\LQJ�7RRO´
��,QVLGHU�$WWDFN
� ��'LVJUXQWOHG�(PSOR\HH
� ��3UHYHQWLQJ�,QVLGHU�7KUHDWV
��&RPPRQ�,QWUXVLRQ�7DFWLFV�DQG�6WUDWHJLHV�IRU�3UHYHQWLRQ
��6RFLDO�(QJLQHHULQJ�7KURXJK�,PSHUVRQDWLRQ�RQ�6RFLDO�1HWZRUNLQJ�6LWHV
� ��6RFLDO�(QJLQHHULQJ�([DPSOH��/LQNHG,Q�3URILOH
� ��6RFLDO�(QJLQHHULQJ�RQ�)DFHERRN
� ��6RFLDO�(QJLQHHULQJ�RQ�7ZLWWHU
� ��6RFLDO�(QJLQHHULQJ�RQ�2UNXW
� ��6RFLDO�(QJLQHHULQJ�RQ�0\6SDFH
��5LVNV�RI�6RFLDO�1HWZRUNLQJ�WR�&RUSRUDWH�1HWZRUNV
��,GHQWLW\�7KHIW�6WDWLVWLFV�����
� ��,GHQWLI\�7KHIW
� ��+RZ�WR�6WHDO�DQ�,GHQWLW\"
� ��67(3��
� ��67(3��
� ��67(3��
��5HDO�6WHYHQ�*HWV�+XJH�&UHGLW�&DUG�6WDWHPHQW
��,GHQWLW\�7KHIW���6HULRXV�3UREOHP
��6RFLDO�(QJLQHHULQJ�&RXQWHUPHDVXUHV��3ROLFLHV
� ��6RFLDO�(QJLQHHULQJ�&RXQWHUPHDVXUHV
��+RZ�WR�'HWHFW�3KLVKLQJ�(PDLOV"
� ��$QWL�3KLVKLQJ�7RROEDU��1HWFUDIW
� ��$QWL�3KLVKLQJ�7RROEDU��3KLVK7DQN
��,GHQWLW\�7KHIW�&RXQWHUPHDVXUHV
��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ
� ��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ��8VLQJ�(PDLOV
� ��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ��8VLQJ�3KRQH
� ��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ��,Q�3HUVRQ

Module 10: Denial of Service
��:KDW�LV�D�'HQLDO�RI�6HUYLFH�$WWDFN"
��:KDW�LV�'LVWULEXWHG�'HQLDO�RI�6HUYLFH�$WWDFNV"
� ��+RZ�'LVWULEXWHG�'HQLDO�RI�6HUYLFH�$WWDFNV�:RUN"
��6\PSWRPV�RI�D�'R6�$WWDFN
� ��&\EHU�&ULPLQDOV
��2UJDQL]HG�&\EHU�&ULPH��2UJDQL]DWLRQDO�&KDUW
��,QWHUQHW�&KDW�4XHU\��,&4�
��,QWHUQHW�5HOD\�&KDW��,5&�
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Module 09: Social Engineering
��:KDW�LV�6RFLDO�(QJLQHHULQJ"
��%HKDYLRUV�9XOQHUDEOH�WR�$WWDFNV
� ��)DFWRUV�WKDW�0DNH�&RPSDQLHV�9XOQHUDEOH�WR�$WWDFNV
��:K\�LV�6RFLDO�(QJLQHHULQJ�(IIHFWLYH"
��:DUQLQJ�6LJQV�RI�DQ�$WWDFN
��3KDVHV�LQ�D�6RFLDO�(QJLQHHULQJ�$WWDFN
��,PSDFW�RQ�WKH�2UJDQL]DWLRQ
��&RPPDQG�,QMHFWLRQ�$WWDFNV
��&RPPRQ�7DUJHWV�RI�6RFLDO�(QJLQHHULQJ
� ��&RPPRQ�7DUJHWV�RI�6RFLDO�(QJLQHHULQJ��2IILFH�:RUNHUV
��7\SHV�RI�6RFLDO�(QJLQHHULQJ
� ��+XPDQ�%DVHG�6RFLDO�(QJLQHHULQJ
� � ��7HFKQLFDO�6XSSRUW�([DPSOH
� � ��$XWKRULW\�6XSSRUW�([DPSOH
� � ��+XPDQ�EDVHG�6RFLDO�(QJLQHHULQJ��'XPSVWHU�'LYLQJ
� ��&RPSXWHU�%DVHG�6RFLDO�(QJLQHHULQJ
� � ��&RPSXWHU�%DVHG�6RFLDO�(QJLQHHULQJ��3RS�8SV
� � ��&RPSXWHU�%DVHG�6RFLDO�(QJLQHHULQJ��3KLVKLQJ
� ��6RFLDO�(QJLQHHULQJ�8VLQJ�606
� ��6RFLDO�(QJLQHHULQJ�E\�D�³)DNH�606�6S\LQJ�7RRO´
��,QVLGHU�$WWDFN
� ��'LVJUXQWOHG�(PSOR\HH
� ��3UHYHQWLQJ�,QVLGHU�7KUHDWV
��&RPPRQ�,QWUXVLRQ�7DFWLFV�DQG�6WUDWHJLHV�IRU�3UHYHQWLRQ
��6RFLDO�(QJLQHHULQJ�7KURXJK�,PSHUVRQDWLRQ�RQ�6RFLDO�1HWZRUNLQJ�6LWHV
� ��6RFLDO�(QJLQHHULQJ�([DPSOH��/LQNHG,Q�3URILOH
� ��6RFLDO�(QJLQHHULQJ�RQ�)DFHERRN
� ��6RFLDO�(QJLQHHULQJ�RQ�7ZLWWHU
� ��6RFLDO�(QJLQHHULQJ�RQ�2UNXW
� ��6RFLDO�(QJLQHHULQJ�RQ�0\6SDFH
��5LVNV�RI�6RFLDO�1HWZRUNLQJ�WR�&RUSRUDWH�1HWZRUNV
��,GHQWLW\�7KHIW�6WDWLVWLFV�����
� ��,GHQWLI\�7KHIW
� ��+RZ�WR�6WHDO�DQ�,GHQWLW\"
� ��67(3��
� ��67(3��
� ��67(3��
��5HDO�6WHYHQ�*HWV�+XJH�&UHGLW�&DUG�6WDWHPHQW
��,GHQWLW\�7KHIW���6HULRXV�3UREOHP
��6RFLDO�(QJLQHHULQJ�&RXQWHUPHDVXUHV��3ROLFLHV
� ��6RFLDO�(QJLQHHULQJ�&RXQWHUPHDVXUHV
��+RZ�WR�'HWHFW�3KLVKLQJ�(PDLOV"
� ��$QWL�3KLVKLQJ�7RROEDU��1HWFUDIW
� ��$QWL�3KLVKLQJ�7RROEDU��3KLVK7DQN
��,GHQWLW\�7KHIW�&RXQWHUPHDVXUHV
��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ
� ��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ��8VLQJ�(PDLOV
� ��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ��8VLQJ�3KRQH
� ��6RFLDO�(QJLQHHULQJ�3HQ�7HVWLQJ��,Q�3HUVRQ

Module 10: Denial of Service
��:KDW�LV�D�'HQLDO�RI�6HUYLFH�$WWDFN"
��:KDW�LV�'LVWULEXWHG�'HQLDO�RI�6HUYLFH�$WWDFNV"
� ��+RZ�'LVWULEXWHG�'HQLDO�RI�6HUYLFH�$WWDFNV�:RUN"
��6\PSWRPV�RI�D�'R6�$WWDFN
� ��&\EHU�&ULPLQDOV
��2UJDQL]HG�&\EHU�&ULPH��2UJDQL]DWLRQDO�&KDUW
��,QWHUQHW�&KDW�4XHU\��,&4�
��,QWHUQHW�5HOD\�&KDW��,5&�
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Module 10: Denial of Service (continued)
��'R6�$WWDFN�7HFKQLTXHV
� ��%DQGZLGWK�$WWDFNV
� ��6HUYLFH�5HTXHVW�)ORRGV
� ��6<1�$WWDFN
� ��6<1�)ORRGLQJ
� ��,&03�)ORRG�$WWDFN
� ��3HHU�WR�3HHU�$WWDFNV
� ��3HUPDQHQW�'HQLDO�RI�6HUYLFH�$WWDFN
� ��$SSOLFDWLRQ�/HYHO�)ORRG�$WWDFNV
��%RWQHW
� ��%RWQHW�3URSDJDWLRQ�7HFKQLTXH
� ��%RWQHW�(FRV\VWHP
� ��%RWQHW�7URMDQ��6KDUN
� ��3RLVRQ�,Y\��%RWQHW�&RPPDQG�&RQWURO�&HQWHU
� ��%RWQHW�7URMDQ��3OXJ%RW
��:LNL/HDN�2SHUDWLRQ�3D\EDFN
� ��''R6�$WWDFN
� ��''R6�$WWDFN�7RRO��/2,&
� ��'HQLDO�RI�6HUYLFH�$WWDFN�$JDLQVW�0DVWHU&DUG��9LVD��DQG�6ZLVV�%DQNV
� ��+DFNHUV�$GYHUWLVH�/LQNV�WR�'RZQORDG�%RWQHW
��'R6�$WWDFN�7RROV
��'HWHFWLRQ�7HFKQLTXHV
� ��$FWLYLW\�3URILOLQJ
� ��:DYHOHW�$QDO\VLV
� ��6HTXHQWLDO�&KDQJH�3RLQW�'HWHFWLRQ
��'R6�''R6�&RXQWHUPHDVXUH�6WUDWHJLHV
��''R6�$WWDFN�&RXQWHUPHDVXUHV
� ��'R6�''R6�&RXQWHUPHDVXUHV��3URWHFW�6HFRQGDU\�9LFWLPV
� ��'R6�''R6�&RXQWHUPHDVXUHV��'HWHFW�DQG�1HXWUDOL]H�+DQGOHUV
� ��'R6�''R6�&RXQWHUPHDVXUHV��'HWHFW�3RWHQWLDO�$WWDFNV
� ��'R6�''R6�&RXQWHUPHDVXUHV��'HIOHFW�$WWDFNV
� ��'R6�''R6�&RXQWHUPHDVXUHV��0LWLJDWH�$WWDFNV
��3RVW�DWWDFN�)RUHQVLFV
��7HFKQLTXHV�WR�'HIHQG�DJDLQVW�%RWQHWV
��'R6�''R6�&RXQWHUPHDVXUHV
��'R6�''R6�3URWHFWLRQ�DW�,63�/HYHO
��(QDEOLQJ�7&3�,QWHUFHSW�RQ�&LVFR�,26�6RIWZDUH
��$GYDQFHG�''R6�3URWHFWLRQ��,QWHOOL*XDUG�''R6�3URWHFWLRQ�6\VWHP��'36�
��'R6�''R6�3URWHFWLRQ�7RRO
��'HQLDO�RI�6HUYLFH��'R6��$WWDFN�3HQHWUDWLRQ�7HVWLQJ

Module 11: Session Hijacking
��:KDW�LV�6HVVLRQ�+LMDFNLQJ"
��'DQJHUV�3RVHG�E\�+LMDFNLQJ
��:K\�6HVVLRQ�+LMDFNLQJ�LV�6XFFHVVIXO"
��.H\�6HVVLRQ�+LMDFNLQJ�7HFKQLTXHV
��%UXWH�)RUFLQJ
� ��%UXWH�)RUFLQJ�$WWDFN
��+773�5HIHUUHU�$WWDFN
��6SRRILQJ�YV��+LMDFNLQJ
��6HVVLRQ�+LMDFNLQJ�3URFHVV
��3DFNHW�$QDO\VLV�RI�D�/RFDO�6HVVLRQ�+LMDFN
��7\SHV�RI�6HVVLRQ�+LMDFNLQJ
� ��6HVVLRQ�+LMDFNLQJ�LQ�26,�0RGHO
� ��$SSOLFDWLRQ�/HYHO�6HVVLRQ�+LMDFNLQJ
� ��6HVVLRQ�6QLIILQJ
��3UHGLFWDEOH�6HVVLRQ�7RNHQ
� ��+RZ�WR�3UHGLFW�D�6HVVLRQ�7RNHQ"
��0DQ�LQ�WKH�0LGGOH�$WWDFN
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Module 11: Session Hijacking (continued)
��0DQ�LQ�WKH�%URZVHU�$WWDFN
� ��6WHSV�WR�3HUIRUP�0DQ�LQ�WKH�%URZVHU�$WWDFN
��&OLHQW�VLGH�$WWDFNV
��&URVV�VLWH�6FULSW�$WWDFN
��6HVVLRQ�)L[DWLRQ
� ��6HVVLRQ�)L[DWLRQ�$WWDFN
��1HWZRUN�/HYHO�6HVVLRQ�+LMDFNLQJ
��7KH���:D\�+DQGVKDNH
��6HTXHQFH�1XPEHUV
� ��6HTXHQFH�1XPEHU�3UHGLFWLRQ
��7&3�,3�+LMDFNLQJ
��,3�6SRRILQJ��6RXUFH�5RXWHG�3DFNHWV
��567�+LMDFNLQJ
��%OLQG�+LMDFNLQJ
��0DQ�LQ�WKH�0LGGOH�$WWDFN�XVLQJ�3DFNHW�6QLIIHU
��8'3�+LMDFNLQJ
��6HVVLRQ�+LMDFNLQJ�7RROV
� ��3DURV
� ��%XUS�6XLWH
� ��)LUHVKHHS
��&RXQWHUPHDVXUHV
��3URWHFWLQJ�DJDLQVW�6HVVLRQ�+LMDFNLQJ
��0HWKRGV�WR�3UHYHQW�6HVVLRQ�+LMDFNLQJ��7R�EH�)ROORZHG�E\�:HE�'HYHORSHUV
��0HWKRGV�WR�3UHYHQW�6HVVLRQ�+LMDFNLQJ��7R�EH�)ROORZHG�E\�:HE�8VHUV
��'HIHQGLQJ�DJDLQVW�6HVVLRQ�+LMDFN�$WWDFNV
��6HVVLRQ�+LMDFNLQJ�5HPHGLDWLRQ
��,36HF
� ��0RGHV�RI�,36HF
� ��,36HF�$UFKLWHFWXUH
� ��,36HF�$XWKHQWLFDWLRQ�DQG�&RQILGHQWLDOLW\
� ��&RPSRQHQWV�RI�,36HF
� ��,36HF�,PSOHPHQWDWLRQ
��6HVVLRQ�+LMDFNLQJ�3HQ�7HVWLQJ

Module 12: Hijacking Webservers
��:HEVHUYHU�0DUNHW�6KDUHV
��2SHQ�6RXUFH�:HEVHUYHU�$UFKLWHFWXUH
��,,6�:HEVHUYHU�$UFKLWHFWXUH
��:HEVLWH�'HIDFHPHQW
��&DVH�6WXG\
��:K\�:HE�6HUYHUV�DUH�&RPSURPLVHG"
��,PSDFW�RI�:HEVHUYHU�$WWDFNV
��:HEVHUYHU�0LVFRQILJXUDWLRQ
��'LUHFWRU\�7UDYHUVDO�$WWDFNV
��+773�5HVSRQVH�6SOLWWLQJ�$WWDFN
��:HE�&DFKH�3RLVRQLQJ�$WWDFN
��+773�5HVSRQVH�+LMDFNLQJ
��66+�%UXWHIRUFH�$WWDFN
��0DQ�LQ�WKH�0LGGOH�$WWDFN
��:HEVHUYHU�3DVVZRUG�&UDFNLQJ
� ��:HEVHUYHU�3DVVZRUG�&UDFNLQJ�7HFKQLTXHV
��:HE�$SSOLFDWLRQ�$WWDFNV
��:HEVHUYHU�$WWDFN�0HWKRGRORJ\
� ��,QIRUPDWLRQ�*DWKHULQJ
� ��:HEVHUYHU�)RRWSULQWLQJ
� � ��:HEVHUYHU�)RRWSULQWLQJ�7RROV
� ��0LUURULQJ�D�:HEVLWH
� ��9XOQHUDELOLW\�6FDQQLQJ
� ��6HVVLRQ�+LMDFNLQJ
� ��+DFNLQJ�:HE�3DVVZRUGV
� �
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Module 12: Hijacking Webservers (continued)
��:HEVHUYHU�$WWDFN�7RROV
� ��0HWDVSORLW
� � ��0HWDVSORLW�$UFKLWHFWXUH
� � ��0HWDVSORLW�([SORLW�0RGXOH
� � ��0HWDVSORLW�3D\ORDG�0RGXOH
� � ��0HWDVSORLW�$X[LOLDU\�0RGXOH
� � ��0HWDVSORLW�1236�0RGXOH
� ��:IHWFK
��:HE�3DVVZRUG�&UDFNLQJ�7RRO
� ��%UXWXV
� ��7+&�+\GUD
��&RXQWHUPHDVXUHV
� ��3DWFKHV�DQG�8SGDWHV
� ��3URWRFROV
� ��$FFRXQWV
� ��)LOHV�DQG�'LUHFWRULHV
��+RZ�WR�'HIHQG�$JDLQVW�:HE�6HUYHU�$WWDFNV"
��+RZ�WR�'HIHQG�DJDLQVW�+773�5HVSRQVH�6SOLWWLQJ�DQG�:HE�&DFKH�3RLVRQLQJ"
��3DWFKHV�DQG�+RWIL[HV
��:KDW�LV�3DWFK�0DQDJHPHQW"
��,GHQWLI\LQJ�$SSURSULDWH�6RXUFHV�IRU�8SGDWHV�DQG�3DWFKHV
��,QVWDOODWLRQ�RI�D�3DWFK
��3DWFK�0DQDJHPHQW�7RRO��0LFURVRIW�%DVHOLQH�6HFXULW\�$QDO\]HU��0%6$�
� ��3DWFK�0DQDJHPHQW�7RROV
��:HE�$SSOLFDWLRQ�6HFXULW\�6FDQQHU��6DQGFDW
��:HE�6HUYHU�6HFXULW\�6FDQQHU��:LNWR
��:HEVHUYHU�0DOZDUH�,QIHFWLRQ�0RQLWRULQJ�7RRO��+DFN$OHUW
��:HEVHUYHU�6HFXULW\�7RROV
��:HE�6HUYHU�3HQHWUDWLRQ�7HVWLQJ

Module 13: Hacking Web Applications
��:HE�$SSOLFDWLRQ�6HFXULW\�6WDWLVWLFV
��,QWURGXFWLRQ�WR�:HE�$SSOLFDWLRQV
��:HE�$SSOLFDWLRQ�&RPSRQHQWV
��+RZ�:HE�$SSOLFDWLRQV�:RUN"
��:HE�$SSOLFDWLRQ�$UFKLWHFWXUH
��:HE�����$SSOLFDWLRQV
��9XOQHUDELOLW\�6WDFN
��:HE�$WWDFN�9HFWRUV
��:HE�$SSOLFDWLRQ�7KUHDWV����
��:HE�$SSOLFDWLRQ�7KUHDWV����
��8QYDOLGDWHG�,QSXW
��3DUDPHWHU�)RUP�7DPSHULQJ
��'LUHFWRU\�7UDYHUVDO
��6HFXULW\�0LVFRQILJXUDWLRQ
��,QMHFWLRQ�)ODZV
� ��64/�,QMHFWLRQ�$WWDFNV
� ��&RPPDQG�,QMHFWLRQ�$WWDFNV
� ��&RPPDQG�,QMHFWLRQ�([DPSOH
� ��)LOH�,QMHFWLRQ�$WWDFN
��:KDW�LV�/'$3�,QMHFWLRQ"
��+RZ�/'$3�,QMHFWLRQ�:RUNV"
��+LGGHQ�)LHOG�0DQLSXODWLRQ�$WWDFN
��&URVV�6LWH�6FULSWLQJ��;66��$WWDFNV
� ��+RZ�;66�$WWDFNV�:RUN"
� ��&URVV�6LWH�6FULSWLQJ�$WWDFN�6FHQDULR��$WWDFN�YLD�(PDLO
� ��;66�([DPSOH��$WWDFN�YLD�(PDLO
� ��;66�([DPSOH��6WHDOLQJ�8VHUV
�&RRNLHV
� ��;66�([DPSOH��6HQGLQJ�DQ�8QDXWKRUL]HG�5HTXHVW
� ��;66�$WWDFN�LQ�%ORJ�3RVWLQJ
� �
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Module 13: Hacking Web Applications (continued)
� ��;66�$WWDFN�LQ�&RPPHQW�)LHOG
� ��;66�&KHDW�6KHHW
� ��&URVV�6LWH�5HTXHVW�)RUJHU\��&65)��$WWDFN
� ��+RZ�&65)�$WWDFNV�:RUN"
��:HE�$SSOLFDWLRQ�'HQLDO�RI�6HUYLFH��'R6��$WWDFN
� ��'HQLDO�RI�6HUYLFH��'R6��([DPSOHV
��%XIIHU�2YHUIORZ�$WWDFNV
��&RRNLH�6HVVLRQ�3RLVRQLQJ
� ��+RZ�&RRNLH�3RLVRQLQJ�:RUNV"
��6HVVLRQ�)L[DWLRQ�$WWDFN
��,QVXIILFLHQW�7UDQVSRUW�/D\HU�3URWHFWLRQ
��,PSURSHU�(UURU�+DQGOLQJ
��,QVHFXUH�&U\SWRJUDSKLF�6WRUDJH
��%URNHQ�$XWKHQWLFDWLRQ�DQG�6HVVLRQ�0DQDJHPHQW
��8QYDOLGDWHG�5HGLUHFWV�DQG�)RUZDUGV
��:HE�6HUYLFHV�$UFKLWHFWXUH
� ��:HE�6HUYLFHV�$WWDFN
� ��:HE�6HUYLFHV�)RRWSULQWLQJ�$WWDFN
� ��:HE�6HUYLFHV�;0/�3RLVRQLQJ
��)RRWSULQW�:HE�,QIUDVWUXFWXUH
� ��)RRWSULQW�:HE�,QIUDVWUXFWXUH��6HUYHU�'LVFRYHU\
� ��)RRWSULQW�:HE�,QIUDVWUXFWXUH��6HUYHU�,GHQWLILFDWLRQ�%DQQHU�*UDEELQJ
� ��)RRWSULQW�:HE�,QIUDVWUXFWXUH��+LGGHQ�&RQWHQW�'LVFRYHU\
��:HE�6SLGHULQJ�8VLQJ�%XUS�6XLWH
��+DFNLQJ�:HE�6HUYHUV
� ��:HE�6HUYHU�+DFNLQJ�7RRO��:HE,QVSHFW
��$QDO\]H�:HE�$SSOLFDWLRQV
� ��$QDO\]H�:HE�$SSOLFDWLRQV��,GHQWLI\�(QWU\�3RLQWV�IRU�8VHU�,QSXW
� ��$QDO\]H�:HE�$SSOLFDWLRQV��,GHQWLI\�6HUYHU�6LGH�7HFKQRORJLHV
� ��$QDO\]H�:HE�$SSOLFDWLRQV��,GHQWLI\�6HUYHU�6LGH�)XQFWLRQDOLW\
� ��$QDO\]H�:HE�$SSOLFDWLRQV��0DS�WKH�$WWDFN�6XUIDFH
��$WWDFN�$XWKHQWLFDWLRQ�0HFKDQLVP
��8VHUQDPH�(QXPHUDWLRQ
��3DVVZRUG�$WWDFNV��3DVVZRUG�)XQFWLRQDOLW\�([SORLWV
��3DVVZRUG�$WWDFNV��3DVVZRUG�*XHVVLQJ
��3DVVZRUG�$WWDFNV��%UXWH�IRUFLQJ
��6HVVLRQ�$WWDFNV��6HVVLRQ�,'�3UHGLFWLRQ��%UXWH�IRUFLQJ
��&RRNLH�([SORLWDWLRQ��&RRNLH�3RLVRQLQJ
��$XWKRUL]DWLRQ�$WWDFN
� ��+773�5HTXHVW�7DPSHULQJ
� ��$XWKRUL]DWLRQ�$WWDFN��&RRNLH�3DUDPHWHU�7DPSHULQJ
��6HVVLRQ�0DQDJHPHQW�$WWDFN
� ��$WWDFNLQJ�6HVVLRQ�7RNHQ�*HQHUDWLRQ�0HFKDQLVP
� ��$WWDFNLQJ�6HVVLRQ�7RNHQV�+DQGOLQJ�0HFKDQLVP��6HVVLRQ�7RNHQ�6QLIILQJ
��,QMHFWLRQ�$WWDFNV
��$WWDFN�'DWD�&RQQHFWLYLW\
� ��&RQQHFWLRQ�6WULQJ�,QMHFWLRQ
� ��&RQQHFWLRQ�6WULQJ�3DUDPHWHU�3ROOXWLRQ��&633��$WWDFNV
� ��&RQQHFWLRQ�3RRO�'R6
��$WWDFN�:HE�$SS�&OLHQW
��$WWDFN�:HE�6HUYLFHV
��:HE�6HUYLFHV�3URELQJ�$WWDFNV
� ��:HE�6HUYLFH�$WWDFNV��62$3�,QMHFWLRQ
� ��:HE�6HUYLFH�$WWDFNV��;0/�,QMHFWLRQ
� ��:HE�6HUYLFHV�3DUVLQJ�$WWDFNV
��:HE�6HUYLFH�$WWDFN�7RRO��VRDS8,
��:HE�6HUYLFH�$WWDFN�7RRO��;0/6S\
��:HE�$SSOLFDWLRQ�+DFNLQJ�7RRO��%XUS�6XLWH�3URIHVVLRQDO
��:HE�$SSOLFDWLRQ�+DFNLQJ�7RROV��&RRNLH'LJJHU
��:HE�$SSOLFDWLRQ�+DFNLQJ�7RROV��:HE6FDUDE
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Module 13: Hacking Web Applications (continued)
��(QFRGLQJ�6FKHPHV
� ��+RZ�WR�'HIHQG�$JDLQVW�64/�,QMHFWLRQ�$WWDFNV"
� ��+RZ�WR�'HIHQG�$JDLQVW�&RPPDQG�,QMHFWLRQ�)ODZV"
� ��+RZ�WR�'HIHQG�$JDLQVW�;66�$WWDFNV"
� ��+RZ�WR�'HIHQG�$JDLQVW�'R6�$WWDFN"
� ��+RZ�WR�'HIHQG�$JDLQVW�:HE�6HUYLFHV�$WWDFN"
��:HE�$SSOLFDWLRQ�&RXQWHUPHDVXUHV
� ��+RZ�WR�'HIHQG�$JDLQVW�:HE�$SSOLFDWLRQ�$WWDFNV"
� ��:HE�$SSOLFDWLRQ�6HFXULW\�7RRO��$FXQHWL[�:HE�9XOQHUDELOLW\�6FDQQHU
� ��:HE�$SSOLFDWLRQ�6HFXULW\�7RRO��)DOFRYH�:HE�9XOQHUDELOLW\�6FDQQHU
� ��:HE�$SSOLFDWLRQ�6HFXULW\�6FDQQHU��1HWVSDUNHU
� ��:HE�$SSOLFDWLRQ�6HFXULW\�7RRO��1�6WDONHU�:HE�$SSOLFDWLRQ�6HFXULW\�6FDQQHU
� ��:HE�$SSOLFDWLRQ�6HFXULW\�7RROV
��:HE�$SSOLFDWLRQ�)LUHZDOO��GRW'HIHQGHU
��:HE�$SSOLFDWLRQ�)LUHZDOO��,%0�$SS6FDQ
��:HE�$SSOLFDWLRQ�)LUHZDOO��6HUYHU'HIHQGHU�93
� ��:HE�$SSOLFDWLRQ�)LUHZDOO
��:HE�$SSOLFDWLRQ�3HQ�7HVWLQJ
� ��,QIRUPDWLRQ�*DWKHULQJ
� ��&RQILJXUDWLRQ�0DQDJHPHQW�7HVWLQJ
� ��$XWKHQWLFDWLRQ�7HVWLQJ
� ��6HVVLRQ�0DQDJHPHQW�7HVWLQJ
� ��$XWKRUL]DWLRQ�7HVWLQJ
� ��'DWD�9DOLGDWLRQ�7HVWLQJ
� ��'HQLDO�RI�6HUYLFH�7HVWLQJ
� ��:HE�6HUYLFHV�7HVWLQJ
� ��$-$;�7HVWLQJ

Module 14: SQL Injection
��64/�,QMHFWLRQ�LV�WKH�0RVW�3UHYDOHQW�9XOQHUDELOLW\�LQ�����
��64/�,QMHFWLRQ�7KUHDWV
��:KDW�LV�64/�,QMHFWLRQ"
��64/�,QMHFWLRQ�$WWDFNV
��+RZ�:HE�$SSOLFDWLRQV�:RUN"
��6HUYHU�6LGH�7HFKQRORJLHV
��+773�3RVW�5HTXHVW
� ��([DPSOH����1RUPDO�64/�4XHU\
� ��([DPSOH����64/�,QMHFWLRQ�4XHU\
� ��([DPSOH����&RGH�$QDO\VLV
� ��([DPSOH����%DG3URGXFW/LVW�DVS[
� ��([DPSOH����$WWDFN�$QDO\VLV
� ��([DPSOH����8SGDWLQJ�7DEOH
� ��([DPSOH����$GGLQJ�1HZ�5HFRUGV
� ��([DPSOH����,GHQWLI\LQJ�WKH�7DEOH�1DPH
� ��([DPSOH����'HOHWLQJ�D�7DEOH
��64/�,QMHFWLRQ�'HWHFWLRQ
� ��64/�,QMHFWLRQ�(UURU�0HVVDJHV
� ��64/�,QMHFWLRQ�$WWDFN�&KDUDFWHUV
� ��$GGLWLRQDO�0HWKRGV�WR�'HWHFW�64/�,QMHFWLRQ
��64/�,QMHFWLRQ�%ODFN�%R[�3HQ�7HVWLQJ
� ��7HVWLQJ�IRU�64/�,QMHFWLRQ
��7\SHV�RI�64/�,QMHFWLRQ
� ��6LPSOH�64/�,QMHFWLRQ�$WWDFN
� ��8QLRQ�64/�,QMHFWLRQ�([DPSOH
� ��64/�,QMHFWLRQ�(UURU�%DVHG
��:KDW�LV�%OLQG�64/�,QMHFWLRQ"
� ��1R�(UURU�0HVVDJHV�5HWXUQHG
� ��%OLQG�64/�,QMHFWLRQ��:$,7)25�'(/$<�<(6�RU�12�5HVSRQVH
� ��%OLQG�64/�,QMHFWLRQ�±�([SORLWDWLRQ��0\64/�
� ��%OLQG�64/�,QMHFWLRQ���([WUDFW�'DWDEDVH�8VHU
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Module 14: SQL Injection (continued)
� ��%OLQG�64/�,QMHFWLRQ���([WUDFW�'DWDEDVH�1DPH
� ��%OLQG�64/�,QMHFWLRQ���([WUDFW�&ROXPQ�1DPH
� ��%OLQG�64/�,QMHFWLRQ���([WUDFW�'DWD�IURP�52:6
��64/�,QMHFWLRQ�0HWKRGRORJ\
��,QIRUPDWLRQ�*DWKHULQJ
� ��([WUDFWLQJ�,QIRUPDWLRQ�WKURXJK�(UURU�0HVVDJHV
� ��8QGHUVWDQGLQJ�64/�4XHU\
� ��%\SDVV�:HEVLWH�/RJLQV�8VLQJ�64/�,QMHFWLRQ
��'DWDEDVH��7DEOH��DQG�&ROXPQ�(QXPHUDWLRQ
� ��$GYDQFHG�(QXPHUDWLRQ
��)HDWXUHV�RI�'LIIHUHQW�'%06V
� ��&UHDWLQJ�'DWDEDVH�$FFRXQWV
��3DVVZRUG�*UDEELQJ
� ��*UDEELQJ�64/�6HUYHU�+DVKHV
� ��([WUDFWLQJ�64/�+DVKHV��,Q�D�6LQJOH�6WDWHPHQW�
��7UDQVIHU�'DWDEDVH�WR�$WWDFNHU¶V�0DFKLQH
��,QWHUDFWLQJ�ZLWK�WKH�2SHUDWLQJ�6\VWHP
��,QWHUDFWLQJ�ZLWK�WKH�)LOH6\VWHP
��1HWZRUN�5HFRQQDLVVDQFH�)XOO�4XHU\
��64/�,QMHFWLRQ�7RROV
� ��64/�,QMHFWLRQ�7RROV��%64/+DFNHU
� ��64/�,QMHFWLRQ�7RROV��0DUDWKRQ�7RRO
� ��64/�,QMHFWLRQ�7RROV��64/�3RZHU�,QMHFWRU
� ��64/�,QMHFWLRQ�7RROV��+DYLM
��(YDGLQJ�,'6
� ��7\SHV�RI�6LJQDWXUH�(YDVLRQ�7HFKQLTXHV
� ��(YDVLRQ�7HFKQLTXH��6RSKLVWLFDWHG�0DWFKHV
� ��(YDVLRQ�7HFKQLTXH��+H[�(QFRGLQJ
� ��(YDVLRQ�7HFKQLTXH��0DQLSXODWLQJ�:KLWH�6SDFHV
� ��(YDVLRQ�7HFKQLTXH��,Q�OLQH�&RPPHQW
� ��(YDVLRQ�7HFKQLTXH��&KDU�(QFRGLQJ
� ��(YDVLRQ�7HFKQLTXH��6WULQJ�&RQFDWHQDWLRQ
� ��(YDVLRQ�7HFKQLTXH��2EIXVFDWHG�&RGHV
��+RZ�WR�'HIHQG�$JDLQVW�64/�,QMHFWLRQ�$WWDFNV"
� ��+RZ�WR�'HIHQG�$JDLQVW�64/�,QMHFWLRQ�$WWDFNV��8VH�7\SH�6DIH�64/�3DUDPHWHUV
��64/�,QMHFWLRQ�'HWHFWLRQ�7RROV
� ��64/�,QMHFWLRQ�'HWHFWLRQ�7RRO��0LFURVRIW�6RXUFH�&RGH�$QDO\]HU
� ��64/�,QMHFWLRQ�'HWHFWLRQ�7RRO��0LFURVRIW�8UO6FDQ
� ��64/�,QMHFWLRQ�'HWHFWLRQ�7RRO��GRW'HIHQGHU
� ��64/�,QMHFWLRQ�'HWHFWLRQ�7RRO��,%0�$SS6FDQ
��6QRUW�5XOH�WR�'HWHFW�64/�,QMHFWLRQ�$WWDFNV

Module 15: Hacking Wireless Networks
��:LUHOHVV�1HWZRUNV
��:L�)L�8VDJH�6WDWLVWLFV�LQ�WKH�86
��:L�)L�+RWVSRWV�DW�3XEOLF�3ODFHV
��:L�)L�1HWZRUNV�DW�+RPH
��7\SHV�RI�:LUHOHVV�1HWZRUNV
��:LUHOHVV�6WDQGDUGV
��6HUYLFH�6HW�,GHQWLILHU��66,'�
��:L�)L�$XWKHQWLFDWLRQ�0RGHV
� ��:L�)L�$XWKHQWLFDWLRQ�3URFHVV�8VLQJ�D�&HQWUDOL]HG�$XWKHQWLFDWLRQ�6HUYHU
� ��:L�)L�$XWKHQWLFDWLRQ�3URFHVV
��:LUHOHVV�7HUPLQRORJLHV
��:L�)L�&KDONLQJ
� ��:L�)L�&KDONLQJ�6\PEROV
��:L�)L�+RWVSRW�)LQGHU��MLZLUH�FRP
��:L�)L�+RWVSRW�)LQGHU��:H)L�FRP
��7\SHV�RI�:LUHOHVV�$QWHQQD�	�:LUOHVV�(QFU\SWLRQ
��3DUDEROLF�*ULG�$QWHQQD
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Module 15: Hacking Wireless Networks (continued)
��:(3�(QFU\SWLRQ
� ��+RZ�:(3�:RUNV"
��:KDW�LV�:3$"
� ��+RZ�:3$�:RUNV"
��7HPSRUDO�.H\V
��:KDW�LV�:3$�"
� ��+RZ�:3$��:RUNV"
��:(3�YV��:3$�YV��:3$�
��:(3�,VVXHV
��:HDN�,QLWLDOL]DWLRQ�9HFWRUV��,9�
��+RZ�WR�%UHDN�:(3�(QFU\SWLRQ"
��+RZ�WR�%UHDN�:3$�:3$��(QFU\SWLRQ"
��+RZ�WR�'HIHQG�$JDLQVW�:3$�&UDFNLQJ"
��:LUHOHVV�7KUHDWV��$FFHVV�&RQWURO�$WWDFNV
��:LUHOHVV�7KUHDWV��,QWHJULW\�$WWDFNV
��:LUHOHVV�7KUHDWV��&RQILGHQWLDOLW\�$WWDFNV
��:LUHOHVV�7KUHDWV��$YDLODELOLW\�$WWDFNV
��:LUHOHVV�7KUHDWV��$XWKHQWLFDWLRQ�$WWDFNV
��5RJXH�$FFHVV�3RLQW�$WWDFN
��&OLHQW�0LV�DVVRFLDWLRQ
��0LVFRQILJXUHG�$FFHVV�3RLQW�$WWDFN
��8QDXWKRUL]HG�$VVRFLDWLRQ
��$G�+RF�&RQQHFWLRQ�$WWDFN
��+RQH\6SRW�$FFHVV�3RLQW�$WWDFN
��$3�0$&�6SRRILQJ
��'HQLDO�RI�6HUYLFH�$WWDFN
��-DPPLQJ�6LJQDO�$WWDFN
��:L�)L�-DPPLQJ�'HYLFHV
��:LUHOHVV�+DFNLQJ�0HWKRGRORJ\
��)LQG�:L�)L�1HWZRUNV�WR�$WWDFN
��$WWDFNHUV�6FDQQLQJ�IRU�:L�)L�1HWZRUNV
��)RRWSULQW�WKH�:LUHOHVV�1HWZRUN
��:L�)L�'LVFRYHU\�7RRO��LQ66,'HU
��:L�)L�'LVFRYHU\�7RRO��1HW6XUYH\RU
��:L�)L�'LVFRYHU\�7RRO��1HW6WXPEOHU
��:L�)L�'LVFRYHU\�7RRO��9LVWXPEOHU
��:L�)L�'LVFRYHU\�7RRO��:LUHOHVV0RQ
��:L�)L�'LVFRYHU\�7RROV
��*36�0DSSLQJ
� ��*36�0DSSLQJ�7RRO��:,*/(
� ��*36�0DSSLQJ�7RRO��6N\KRRN
��+RZ�WR�'LVFRYHU�:L�)L�1HWZRUN�8VLQJ�:DUGULYLQJ"
��:LUHOHVV�7UDIILF�$QDO\VLV
��:LUHOHVV�&DUGV�DQG�&KLSVHWV
��:L�)L�86%�'RQJOH��$LU3FDS
��:L�)L�3DFNHW�6QLIIHU��:LUHVKDUN�ZLWK�$LU3FDS
��:L�)L�3DFNHW�6QLIIHU��:L�)L�3LORW
��:L�)L�3DFNHW�6QLIIHU��2PQL3HHN
��:L�)L�3DFNHW�6QLIIHU��&RPP9LHZ�IRU�:L�)L
��:KDW�LV�6SHFWUXP�$QDO\VLV"
��:LUHOHVV�6QLIIHUV
��$LUFUDFN�QJ�6XLWH
��+RZ�WR�5HYHDO�+LGGHQ�66,'V
��)UDJPHQWDWLRQ�$WWDFN
��+RZ�WR�/DXQFK�0$&�6SRRILQJ�$WWDFN"
��'HQLDO�RI�6HUYLFH��'HDXWKHQWLFDWLRQ�DQG�'LVDVVRFLDWLRQ�$WWDFNV
��0DQ�LQ�WKH�0LGGOH�$WWDFN
��0,70�$WWDFN�8VLQJ�$LUFUDFN�QJ
��:LUHOHVV�$53�3RLVRQLQJ�$WWDFN
��5RJXH�$FFHVV�3RLQW
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Module 15: Hacking Wireless Networks (continued)
��(YLO�7ZLQ
� ��+RZ�WR�6HW�8S�D�)DNH�+RWVSRW��(YLO�7ZLQ�"
��+RZ�WR�&UDFN�:(3�8VLQJ�$LUFUDFN"
��+RZ�WR�&UDFN�:(3�8VLQJ�$LUFUDFN"�6FUHHQVKRW����
��+RZ�WR�&UDFN�:(3�8VLQJ�$LUFUDFN"�6FUHHQVKRW����
��+RZ�WR�&UDFN�:3$�36.�8VLQJ�$LUFUDFN"
��:3$�&UDFNLQJ�7RRO��.LV0$&
��:(3�&UDFNLQJ�8VLQJ�&DLQ�	�$EHO
��:3$�%UXWH�)RUFLQJ�8VLQJ�&DLQ�	�$EHO
��:3$�&UDFNLQJ�7RRO��(OFRPVRIW�:LUHOHVV�6HFXULW\�$XGLWRU
��:(3�:3$�&UDFNLQJ�7RROV
��:L�)L�6QLIIHU��.LVPHW
��:DUGULYLQJ�7RROV
��5)�0RQLWRULQJ�7RROV
��:L�)L�&RQQHFWLRQ�0DQDJHU�7RROV
��:L�)L�7UDIILF�$QDO\]HU�7RROV
��:L�)L�5DZ�3DFNHW�&DSWXULQJ�7RROV
��:L�)L�6SHFWUXP�$QDO\]LQJ�7RROV
��%OXHWRRWK�+DFNLQJ
� ��%OXHWRRWK�6WDFN
� ��%OXHWRRWK�7KUHDWV
��+RZ�WR�%OXH-DFN�D�9LFWLP"
��%OXHWRRWK�+DFNLQJ�7RRO��6XSHU�%OXHWRRWK�+DFN
��%OXHWRRWK�+DFNLQJ�7RRO��3KRQH6QRRS
��%OXHWRRWK�+DFNLQJ�7RRO��%OXH6FDQQHU
� ��%OXHWRRWK�+DFNLQJ�7RROV
��+RZ�WR�'HIHQG�$JDLQVW�%OXHWRRWK�+DFNLQJ"
��+RZ�WR�'HWHFW�DQG�%ORFN�5RJXH�$3"
��:LUHOHVV�6HFXULW\�/D\HUV
��+RZ�WR�'HIHQG�$JDLQVW�:LUHOHVV�$WWDFNV"
��:LUHOHVV�,QWUXVLRQ�3UHYHQWLRQ�6\VWHPV
��:LUHOHVV�,36�'HSOR\PHQW
��:L�)L�6HFXULW\�$XGLWLQJ�7RRO��$LU0DJQHW�:L)L�$QDO\]HU
��:L�)L�6HFXULW\�$XGLWLQJ�7RRO��$LU'HIHQVH
��:L�)L�6HFXULW\�$XGLWLQJ�7RRO��$GDSWLYH�:LUHOHVV�,36
��:L�)L�6HFXULW\�$XGLWLQJ�7RRO��$UXED�5)3URWHFW�:,36
��:L�)L�,QWUXVLRQ�3UHYHQWLRQ�6\VWHP
��:L�)L�3UHGLFWLYH�3ODQQLQJ�7RROV
��:L�)L�9XOQHUDELOLW\�6FDQQLQJ�7RROV
��:LUHOHVV�3HQHWUDWLRQ�7HVWLQJ
� ��:LUHOHVV�3HQHWUDWLRQ�7HVWLQJ�)UDPHZRUN
� ��:L�)L�3HQ�7HVWLQJ�)UDPHZRUN
� ��3HQ�7HVWLQJ�/($3�(QFU\SWHG�:/$1
� ��3HQ�7HVWLQJ�:3$�:3$��(QFU\SWHG�:/$1
� ��3HQ�7HVWLQJ�:(3�(QFU\SWHG�:/$1
� ��3HQ�7HVWLQJ�8QHQFU\SWHG�:/$1

Module 16: Evading IDS, Firewalls, and Honeypots
��,QWUXVLRQ�'HWHFWLRQ�6\VWHPV��,'6��DQG�LWV�3ODFHPHQW
��+RZ�,'6�:RUNV"
��:D\V�WR�'HWHFW�DQ�,QWUXVLRQ
��7\SHV�RI�,QWUXVLRQ�'HWHFWLRQ�6\VWHPV
��6\VWHP�,QWHJULW\�9HULILHUV��6,9�
��*HQHUDO�,QGLFDWLRQV�RI�,QWUXVLRQV
��*HQHUDO�,QGLFDWLRQV�RI�6\VWHP�,QWUXVLRQV
��)LUHZDOO
� ��)LUHZDOO�$UFKLWHFWXUH
��'H0LOLWDUL]HG�=RQH��'0=�
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Module 16: Evading IDS, Firewalls, and Honeypots (continued)
��7\SHV�RI�)LUHZDOO
� ��3DFNHW�)LOWHULQJ�)LUHZDOO
� ��&LUFXLW�/HYHO�*DWHZD\�)LUHZDOO
� ��$SSOLFDWLRQ�/HYHO�)LUHZDOO
� ��6WDWHIXO�0XOWLOD\HU�,QVSHFWLRQ�)LUHZDOO
��)LUHZDOO�,GHQWLILFDWLRQ
� ��3RUW�6FDQQLQJ
� ��)LUHZDONLQJ
� ��%DQQHU�*UDEELQJ
��+RQH\SRW
� ��7\SHV�RI�+RQH\SRWV
��+RZ�WR�6HW�8S�D�+RQH\SRW"
��,QWUXVLRQ�'HWHFWLRQ�7RRO
� ��6QRUW
� ��6QRUW�5XOHV
� ��5XOH�$FWLRQV�DQG�,3�3URWRFROV
� ��7KH�'LUHFWLRQ�2SHUDWRU�DQG�,3�$GGUHVVHV
� ��3RUW�1XPEHUV
��,QWUXVLRQ�'HWHFWLRQ�6\VWHPV��7LSSLQJ�3RLQW
� ��,QWUXVLRQ�'HWHFWLRQ�7RROV
��)LUHZDOO��6XQEHOW�3HUVRQDO�)LUHZDOO
��+RQH\SRW�7RROV
� ��.)6HQVRU
� ��63(&7(5
��,QVHUWLRQ�$WWDFN
��(YDVLRQ
��'HQLDO�RI�6HUYLFH�$WWDFN��'R6�
��2EIXVFDWLQJ
��)DOVH�3RVLWLYH�*HQHUDWLRQ
��6HVVLRQ�6SOLFLQJ
��8QLFRGH�(YDVLRQ�7HFKQLTXH
��)UDJPHQWDWLRQ�$WWDFN
��2YHUODSSLQJ�)UDJPHQWV
��7LPH�7R�/LYH�$WWDFNV
��,QYDOLG�567�3DFNHWV
��8UJHQF\�)ODJ
��3RO\PRUSKLF�6KHOOFRGH
��$6&,,�6KHOOFRGH
��$SSOLFDWLRQ�/D\HU�$WWDFNV
��'HV\QFKURQL]DWLRQ
��3UH�&RQQHFWLRQ�6<1
��3RVW�&RQQHFWLRQ�6<1
��2WKHU�7\SHV�RI�(YDVLRQ
� ��,3�$GGUHVV�6SRRILQJ
� ��$WWDFNLQJ�6HVVLRQ�7RNHQ�*HQHUDWLRQ�0HFKDQLVP
� ��7LQ\�)UDJPHQWV
��%\SDVV�%ORFNHG�6LWHV�8VLQJ�,3�$GGUHVV�LQ�3ODFH�RI�85/
� ��%\SDVV�%ORFNHG�6LWHV�8VLQJ�$QRQ\PRXV�:HEVLWH�6XUILQJ�6LWHV
��%\SDVV�D�)LUHZDOO�XVLQJ�3UR[\�6HUYHU
� ��%\SDVVLQJ�)LUHZDOO�WKURXJK�,&03�7XQQHOLQJ�0HWKRG
� ��%\SDVVLQJ�)LUHZDOO�WKURXJK�$&.�7XQQHOLQJ�0HWKRG
� ��%\SDVVLQJ�)LUHZDOO�WKURXJK�+773�7XQQHOLQJ�0HWKRG
� ��%\SDVVLQJ�)LUHZDOO�WKURXJK�([WHUQDO�6\VWHPV
� ��%\SDVVLQJ�)LUHZDOO�WKURXJK�0,70�$WWDFN
��'HWHFWLQJ�+RQH\SRWV
��+RQH\SRW�'HWHFWLQJ�7RRO��6HQG�6DIH�+RQH\SRW�+XQWHU
��)LUHZDOO�(YDVLRQ�7RROV
� ��7UDIILF�,4�3URIHVVLRQDO
� ��WFS�RYHU�GQV
� ��)LUHZDOO�(YDVLRQ�7RROV
� � � � � � �
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Module 16: Evading IDS, Firewalls, and Honeypots (continued)
��3DFNHW�)UDJPHQW�*HQHUDWRUV
��&RXQWHUPHDVXUHV
��)LUHZDOO�,'6�3HQHWUDWLRQ�7HVWLQJ
� ��)LUHZDOO�3HQHWUDWLRQ�7HVWLQJ
� ��,'6�3HQHWUDWLRQ�7HVWLQJ

Module 17: Buffer Overflow
��%XIIHU�2YHUIORZV
��:K\�DUH�3URJUDPV�$QG�$SSOLFDWLRQV�9XOQHUDEOH"
��8QGHUVWDQGLQJ�6WDFNV
��6WDFN�%DVHG�%XIIHU�2YHUIORZ
��8QGHUVWDQGLQJ�+HDS
� ��+HDS�%DVHG�%XIIHU�2YHUIORZ
��6WDFN�2SHUDWLRQV
� ��6KHOOFRGH
� ��1R�2SHUDWLRQV��123V�
��.QRZOHGJH�5HTXLUHG�WR�3URJUDP�%XIIHU�2YHUIORZ�([SORLWV
��%XIIHU�2YHUIORZ�6WHSV
� ��$WWDFNLQJ�D�5HDO�3URJUDP
� ��)RUPDW�6WULQJ�3UREOHP
� ��2YHUIORZ�XVLQJ�)RUPDW�6WULQJ
� ��6PDVKLQJ�WKH�6WDFN
� ��2QFH�WKH�6WDFN�LV�6PDVKHG���
��6LPSOH�8QFRQWUROOHG�2YHUIORZ
��6LPSOH�%XIIHU�2YHUIORZ�LQ�&
��&RGH�$QDO\VLV
��([SORLWLQJ�6HPDQWLF�&RPPHQWV�LQ�&��$QQRWDWLRQV�
��+RZ�WR�0XWDWH�D�%XIIHU�2YHUIORZ�([SORLW"
��,GHQWLI\LQJ�%XIIHU�2YHUIORZV
��+RZ�WR�'HWHFW�%XIIHU�2YHUIORZV�LQ�D�3URJUDP"
��%28��%XIIHU�2YHUIORZ�8WLOLW\�
��7HVWLQJ�IRU�+HDS�2YHUIORZ�&RQGLWLRQV��KHDS�H[H
��6WHSV�IRU�7HVWLQJ�IRU�6WDFN�2YHUIORZ�LQ�2OO\'EJ�'HEXJJHU
� ��7HVWLQJ�IRU�6WDFN�2YHUIORZ�LQ�2OO\'EJ�'HEXJJHU
��7HVWLQJ�IRU�)RUPDW�6WULQJ�&RQGLWLRQV�XVLQJ�,'$�3UR
��%R)�'HWHFWLRQ�7RROV
��'HIHQVH�$JDLQVW�%XIIHU�2YHUIORZV
� ��3UHYHQWLQJ�%R)�$WWDFNV
� ��3URJUDPPLQJ�&RXQWHUPHDVXUHV
��'DWD�([HFXWLRQ�3UHYHQWLRQ��'(3�
��(QKDQFHG�0LWLJDWLRQ�([SHULHQFH�7RRONLW��(0(7�
� ��(0(7�6\VWHP�&RQILJXUDWLRQ�6HWWLQJV
� ��(0(7�$SSOLFDWLRQ�&RQILJXUDWLRQ�:LQGRZ
���*6�KWWS���PLFURVRIW�FRP
��%R)�6HFXULW\�7RROV
� ��%XIIHU6KLHOG
��%XIIHU�2YHUIORZ�3HQHWUDWLRQ�7HVWLQJ�� � � � �
�
Module 18: Cryptography
��&U\SWRJUDSK\
��7\SHV�RI�&U\SWRJUDSK\
��*RYHUQPHQW�$FFHVV�WR�.H\V��*$.�
��&LSKHUV
��$GYDQFHG�(QFU\SWLRQ�6WDQGDUG��$(6�
��'DWD�(QFU\SWLRQ�6WDQGDUG��'(6�
��5&���5&���5&��$OJRULWKPV
��7KH�'6$�DQG�5HODWHG�6LJQDWXUH�6FKHPHV
��56$��5LYHVW�6KDPLU�$GOHPDQ�
� ��([DPSOH�RI�56$�$OJRULWKP
� ��7KH�56$�6LJQDWXUH�6FKHPH
�
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Module 18: Cryptography (continued)
��0HVVDJH�'LJHVW��2QH�ZD\�%DVK��)XQFWLRQV
� ��0HVVDJH�'LJHVW�)XQFWLRQ��0'�
��6HFXUH�+DVKLQJ�$OJRULWKP��6+$�
��:KDW�LV�66+��6HFXUH�6KHOO�"
��0'��+DVK�&DOFXODWRUV��+DVK&DOF��0'��&DOFXODWRU�DQG�+DVK0\)LOHV
��&U\SWRJUDSK\�7RRO��$GYDQFHG�(QFU\SWLRQ�3DFNDJH
��&U\SWRJUDSK\�7RROV
��3XEOLF�.H\�,QIUDVWUXFWXUH��3.,�
��&HUWLILFDWLRQ�$XWKRULWLHV
��'LJLWDO�6LJQDWXUH
��66/��6HFXUH�6RFNHWV�/D\HU�
��7UDQVSRUW�/D\HU�6HFXULW\��7/6�
��'LVN�(QFU\SWLRQ
� ��'LVN�(QFU\SWLRQ�7RRO��7UXH&U\SW
� ��'LVN�(QFU\SWLRQ�7RROV
��&U\SWRJUDSK\�$WWDFNV
��&RGH�%UHDNLQJ�0HWKRGRORJLHV
� ��%UXWH�)RUFH�$WWDFN
��0HHW�LQ�WKH�0LGGOH�$WWDFN�RQ�'LJLWDO�6LJQDWXUH�6FKHPHV
��&U\SWDQDO\VLV�7RRO��&U\S7RRO
��&U\SWDQDO\VLV�7RROV
��2QOLQH�0'��'HFU\SWLRQ�7RRO

Module 19: Penetration Testing
��,QWURGXFWLRQ�WR�3HQHWUDWLRQ�7HVWLQJ
��6HFXULW\�$VVHVVPHQWV
��9XOQHUDELOLW\�$VVHVVPHQW
� ��/LPLWDWLRQV�RI�9XOQHUDELOLW\�$VVHVVPHQW
��3HQHWUDWLRQ�7HVWLQJ
��:K\�3HQHWUDWLRQ�7HVWLQJ"
��:KDW�6KRXOG�EH�7HVWHG"
��:KDW�0DNHV�D�*RRG�3HQHWUDWLRQ�7HVW"
��52,�RQ�3HQHWUDWLRQ�7HVWLQJ
��7HVWLQJ�3RLQWV
��7HVWLQJ�/RFDWLRQV
��7\SHV�RI�3HQHWUDWLRQ�7HVWLQJ
� ��([WHUQDO�3HQHWUDWLRQ�7HVWLQJ
� ��,QWHUQDO�6HFXULW\�$VVHVVPHQW
� ��%ODFN�ER[�3HQHWUDWLRQ�7HVWLQJ
� ��*UH\�ER[�3HQHWUDWLRQ�7HVWLQJ
� ��:KLWH�ER[�3HQHWUDWLRQ�7HVWLQJ
� ��$QQRXQFHG���8QDQQRXQFHG�7HVWLQJ
� ��$XWRPDWHG�7HVWLQJ
� ��0DQXDO�7HVWLQJ
��&RPPRQ�3HQHWUDWLRQ�7HVWLQJ�7HFKQLTXHV
��8VLQJ�'16�'RPDLQ�1DPH�DQG�,3�$GGUHVV�,QIRUPDWLRQ
��(QXPHUDWLQJ�,QIRUPDWLRQ�DERXW�+RVWV�RQ�3XEOLFO\�$YDLODEOH�1HWZRUNV
��3KDVHV�RI�3HQHWUDWLRQ�7HVWLQJ
� ��3UH�$WWDFN�3KDVH
� ��$WWDFN�3KDVH
� � ��$FWLYLW\��3HULPHWHU�7HVWLQJ
� � ��(QXPHUDWLQJ�'HYLFHV
� � ��$FWLYLW\��$FTXLULQJ�7DUJHW� � � � �
� � ��$FWLYLW\��(VFDODWLQJ�3ULYLOHJHV
� � ��$FWLYLW\��([HFXWH��,PSODQW��DQG�5HWUDFW
� ��3RVW�$WWDFN�3KDVH�DQG�$FWLYLWLHV
� � ��3HQHWUDWLRQ�7HVWLQJ�'HOLYHUDEOH�7HPSODWHV
��3HQHWUDWLRQ�7HVWLQJ�0HWKRGRORJ\
� ��$SSOLFDWLRQ�6HFXULW\�$VVHVVPHQW
� � ��:HE�$SSOLFDWLRQ�7HVWLQJ���,��,,��	�,,,�
�
� � � � � � � 7UDLQLQJ�&DPS� �������������������ZZZ�WUDLQLQJFDPS�FRP
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Module 19: Penetration Testing (continued)
� ��1HWZRUN�6HFXULW\�$VVHVVPHQW
� ��:LUHOHVV�5HPRWH�$FFHVV�$VVHVVPHQW
� � ��:LUHOHVV�7HVWLQJ
� ��7HOHSKRQ\�6HFXULW\�$VVHVVPHQW
� ��6RFLDO�(QJLQHHULQJ
� ��7HVWLQJ�1HWZRUN�)LOWHULQJ�'HYLFHV
� ��'HQLDO�RI�6HUYLFH�(PXODWLRQ
��2XWVRXUFLQJ�3HQHWUDWLRQ�7HVWLQJ�6HUYLFHV
� ��7HUPV�RI�(QJDJHPHQW
� ��3URMHFW�6FRSH
� ��3HQWHVW�6HUYLFH�/HYHO�$JUHHPHQWV
� ��3HQHWUDWLRQ�7HVWLQJ�&RQVXOWDQWV
��(YDOXDWLQJ�'LIIHUHQW�7\SHV�RI�3HQWHVW�7RROV
��$SSOLFDWLRQ�6HFXULW\�$VVHVVPHQW�7RRO
� ��:HEVFDUDE
��1HWZRUN�6HFXULW\�$VVHVVPHQW�7RRO
� ��$QJU\�,3�VFDQQHU
� ��*),�/$1JXDUG
��:LUHOHVV�5HPRWH�$FFHVV�$VVHVVPHQW�7RRO
� ��.LVPHW
��7HOHSKRQ\�6HFXULW\�$VVHVVPHQW�7RRO
� ��2PQLSHHN
��7HVWLQJ�1HWZRUN�)LOWHULQJ�'HYLFH�7RRO
� ��7UDIILF�,4�3URIHVVLRQDO

2)),&,$/�&_(+�&(57,),&$7,21�(;$0,1$7,21�:,//�%(�'(/,9(5('�21�6,7(�
8321�&203/(7,21�2)�&/$66�

&+2,&(�2)�7$.,1*�21(�2)�7+(�)2//2:,1*�(;$06�
� (;$0���������&_(+�&(57,),&$7,21
� (;$0���������&(57,),('�1(7:25.�'()(16(�$5&+,7(&7��&_1'$�
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